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medical privacy vs. the public interest: a reporter's guide

 

the particulars of hipaa
Congress passed the Health Insurance Portability and Accountability Act on Aug. 21, 1996, setting in motion efforts by the federal government to craft rules designed to protect the medical privacy of patients. The act eventually spurred the Department of Health and Human Services to offer the first federal medical privacy regulations called the Standards for Privacy of Individually Identifiable Health Information or simply the Privacy Rule, issued in draft on Oct. 29, 1999.

· Goals: The rules are designed to give patients more control over their health information and limits the use and release of health records to third parties. Generally, the Privacy Rule establishes a federal requirement that most doctors, hospitals and other health care providers obtain a patient's written consent before using or disclosing the patient's personal health information. The rules restrict the use of such records for marketing and research purposes.

· Affected records and information: HHS officials explain that the rules apply to any health-related records or communications -- oral, written, electronic or otherwise -- that contain information that could identify a patient.

· Affected parties: All health care organizations must comply with the privacy rules. These include health care providers, health plans, public health authorities, life insurers, billing agencies, service organizations, ambulance services and medical universities.

· Deadline: The Privacy Rule went into effect on April 14, 2001. Most health plans and health care providers must comply with new requirements by April 14, 2003.

· Penalties: The rules create severe civil and criminal penalties for noncompliance, including fines up to $25,000 for multiple violations within a calendar year and fines up to $250,000 and/or imprisonment up to 10 years for knowingly misusing individually identifiable health information.

 

what records are affected?
The health care industry each day creates millions of pages of records, an abundance of which are available for public inspection either through the federal government, state agencies or hospitals and medical clinics themselves.

But the openness of such records depends on a variety of factors, including state and federal law, the willingness of health officials and tradition. While laws require many such records to be open to the public, hospitals and medical officials, in many situations, have released records as part of longstanding policy or tradition or through negotiations with the news media and watchdog groups.

Either way, the advent of the federal medical privacy rules in compliance with the Health Insurance Portability and Accountability Act of 1996 threatens to close many of these records to the public and press.

Here is a listing of significant medical and hospital records used by reporters in covering the health industry:

Hospital Directory Information
Generally, directory information includes only the basic information about current or recent patients treated by a hospital. Such information typically includes the name and hometown of patients, their admittance and discharge times and general status.

Press advocates fear this vital source of information for daily and investigative reporting could dry up because such records include personally identifiable information. Although the rules allow for an exception for limited disclosure in the case of directory information, press advocates say hospital officials are likely to withhold more information than necessary to avoid any risk of penalties.

Hospital Billing Data
Billing data offers a unique picture into the workings of a hospital. Such information can detail the number of procedures that hospitals perform, including open-heart surgeries, angioplasties and hip replacements. Such data might also show death rates at the hospital, detailing mortality figures during operations and other procedures.

In some states, state hospital associations collect the information. Every hospital is also required to report to the federal government its billing data for Medicare, information that is open to public inspection.

Typically, such information does not include identifying personal information from patients and should not fall under the auspices of HIPAA. But overzealous hospital and state officials could lump such records among those that truly include personal information.

Ambulance Records
An ambulance log can yield an abundance of information about first response medical efforts. Such records include information about the time, place and causes of an incident as well as who responded and how quickly. Not all states and localities allow for the release of such records, particularly those that consider such information medical records. In many cases, a routine release of these records came after negotiations between journalists and public officials.

Since the advent of the HIPAA rules, ambulance records have become one of the first casualties in the effort to protect medical privacy.

Discharge and Transfer Records
A few states make hospital discharge and transfer reports available for public inspection, particularly when a state agency requires their compilation. Information in such reports can vary, but, generally, such records do not include identifying information of individual patients. But as with similar records, hospitals and medical associations might refuse to disclose this information because of the new medical privacy rules.

Birth Records
Few states actually require the release of birth reports from hospitals. But hospitals in many states have long offered birth records to newspapers so they may be published in community pages. Typically, many hospitals secure the permission of the new parents before submitting such information. So while such records include individually identifiable health information, the new rules might not curtail the practice.

Death, Autopsy and Coroner Records
State laws vary widely on the availability of such records. Even before the advent of medical privacy rules, the death of NASCAR racer Dale Earnhardt in 2001 and the subsequent request for his autopsy records and photos spurred lawmakers in many states to close such records. The news rules promise to continue the trend.

Organ transplant records
The federal government in 1991 began requiring hospitals to report quality data on organ transplants, data that includes survival rates, waiting times for organs and the number of people who die waiting for matches. The United Network for Organ Sharing of Richmond, Va., and the University Renal Research and Education Association at the University of Michigan manage and analyze such data.

Such information is currently available to the public, and it is unclear whether the new medical privacy rules would force nondisclosure.

Medical error reports and disciplinary reports
About 15 states require hospitals to report medical errors, and only a handful open these records to reporters. Once the medical privacy rules are fully in place, there is a chance that none of the states would release the records in the future since officials might fear they offer clues to the identity of patients.

As for disciplinary reports for doctors and nurses, public access to such records varies from state to state. Disclosure of such rules might be hampered with the new medical privacy rules.

Patient records
Patient records have always been confidential and closed to public inspection. Such a tradition would not change with the new rules. Reporters, however, often persuade individual patients to allow access to such records when important stories need to be told.

Budgets, ownership documents and other filings
Depending on state laws and the ownership status of the hospital, the operation's budget papers, ownership records and tax filings might be available for public inspection. If publicly owned, most of these records should be open. If not, some records could be available through state agencies such as a Department of Social Services or through federal avenues, such as the Securities and Exchange Commission and the Internal Revenue Service. The Department of Veteran Affairs would have information on Veteran Administration hospitals across the nation.

It is unlikely that a hospital's budget, tax filings and ownership papers would include personal medical information of patients.

Nursing Homes
Federal and state laws require nursing homes to submit to routine inspections and to report complaints and accidents to state and federal agencies. In most cases, such reports are open to public inspection. A variety of databases allow easy access to the reports and complaints, including the Online Survey, Certification, and Reporting ("OSCAR") system, which contains the results of nursing-home inspections nationwide.

Most of these reports do not include personally identifiable information, and, thus, would not be affected by HIPAA directly. But state and federal officials, fearful of the strict penalties in the rules, might refuse to disclose the records.

Lawsuits and bankruptcy filings
Claims against doctors and hospitals for malpractice, broken contracts and the like can offer considerable information and records, even those that have always been confidential. Bankruptcy filings, too, can yield a trove of information about hospitals, doctors and medical personnel.

The HIPAA rules do not apply to the courts or to lawyers.

Other records
Accident reports, incident reports and arrest reports regularly offer detailed information about medical and emergency situations. Although not medical records, reporters have already faced situations where law enforcement officials redact information for medical privacy reasons.
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what you can do about the restrictions
Since the introduction of new medical privacy rules adhering to the federal Health Insurance Portability and Accountability Act of 1996, journalists nationwide report difficulties in securing medical records and information for their deadline and investigative efforts.

The good news is, the rules themselves -- the Standards for Privacy of Individually Identifiable Health Information -- do not go into full effect until April 14, 2003, offering journalists more than nine months to explore ways to combat ill effects of the rules.

Here are some strategies:

1. Comment on the rules.
Perhaps the most obvious tactic to stave off the effects of the rules is to go after the rules themselves. The Department of Health and Human Services in April closed a second round of public comments concerning the rules.

More are expected.

Charles Davis, executive director of the Freedom of Information Center at the University of Missouri, said frequent rule revisions are likely over the next year and noted that journalists must be prepared to weigh in on the rules before they hit the code books.

While the first round garnered more than 52,000 comments, only a couple, including a set from the Reporters Committee for Freedom of the Press, espoused the community interest in keeping certain records open for newsgathering purposes. During the second round, press groups, including the Reporters Committee and the Society of Professional Journalists , offered comments.

More comments are needed.

2. Work with hospitals and medical associations to encourage the release of information during emergencies, tragedies, accidents and other newsworthy situations.
The rules don't specifically address the legalities of releasing certain medical records, particularly hospital directory information, for newsgathering purposes or for the community good.

"I don't believe the drafters of the rules intended for the media to be shut out because there is no mention of the community interest," said Ian Marquand, who follows freedom-of-information issues for SPJ. "But if you don't give them permission and you have harsh penalties, I think the interpretation will be: We're not allowed to give that information out."

When the public and journalists express interest in accidents or emergencies, hospital officials might turn to the rules for guidelines and discover that none exist. The default response: We cannot release that.

"I think newsrooms need to take a proactive role and work with major health care providers, especially in the smaller communities and make sure that you talk to those folks and try to work out situations where, in the worst-case scenarios, you get the information," Marquand said.

A number of press associations, including the New Jersey Press Association and the Hoosier Press Association, have done just that, initiating conversations with hospital groups to ensure that information long open to the public remains open.

3. Support legislation protecting whistle-blowers.
Because so many medical stories rely on knowledgeable insiders compelled to expose wrongdoings, the rules threaten one of the most significant sources of medical reporting.

Joan Mazzolini, a reporter at The Plain Dealer in Cleveland, said the true test of the new HIPAA regulations might be the first attempt by authorities to prosecute a whistle-blowing doctor or nurse. For Mazzolini, a Pulitzer-Prize finalist, a concerned nurse often has been the source of invaluable information.

"I think the first time that someone goes after them for that, that is going to have a chilling effect," Mazzolini said. "I think that's a detriment to medical care in the United States as a whole. It will take some time to know how whistle-blowing laws and privacy laws will coincide."

4. Encourage lawmakers to approve openness laws.
Success in persuading state lawmakers to support a community interest in disclosure of certain hospital and medical records is as difficult as it sounds.

"Any time you talk privacy and medical records, it hits a nerve," said Steve Key of the Hoosier Press Association. "No one thinks these records should be made public, but the public doesn't consider how medical records help reporting. They think in terms of themselves as opposed to the community good."

Key suggests that securing the support of state lawmakers, particularly those who've experienced problems with nondisclosure, might help the cause of openness.

He notes that in Indiana, state Sen. Rose Antich (D-Merrillville) became an especially vocal advocate for opening ambulance records to the public after rescue workers in her hometown failed to respond to a heart attack call for her husband, who died soon after.

Antich may be an exception, Key said, noting that it is difficult to persuade politicians to debate against privacy.

"It's very easy for legislators to make points by closing things off and not worrying so much about the balance, because it's very popular to say, 'I protected your privacy.'"

5. Challenge nondisclosure.
Whenever hospital officials refuse to release directory information, make the case for openness.

"As journalists, we have to be really vigilant and be squeaky wheels about records," Mazzolini said. "We've got to say, 'You've got to show us where in the law,' it cannot be just: 'The law allows us not to.'

"Journalists give up too quickly on records already," she said. "I hope the rules don't make them less inclined to get them. We don't fight hard enough for things clearly open to the public right now."

6. Strive for top-notch reporting.
Fred Schulte of the South Florida Sun Sentinel said nothing in medical reporting tops pounding the hospital and health beats and wearing out a little shoe leather. Even if records are public, the best investigative stories rarely rely on information found from a single source. Agencies usually only have a partial role in any issue and rarely talk to each other. The investigative reporter often is the one who puts the pieces together.

"We've been doing that for years," Schulte said. "The investigative reporters have always had to plow around these things anyway."

What records are available under HIPAA?

Hospital directory information
According to the Department of Health and Human Services, hospital directory information containing basic facts about current or recent patients treated by a hospital should be released. This includes patients' names, locations within the hospital, general conditions (including whether a patient has been treated and released or has died), religious affiliations and room telephone numbers. The American Hospital Association (AHA) advises its members that information about the location a patient was released to and the date and time of death should not be disclosed.

The department's guidelines require that patients be informed about the information in the directory and be allowed the chance to object to disclosure. In an emergency, if the patient has not had a chance to consent, the hospital may still release the information if it deems the release is in the patient's best interest.

The AHA also advises its members that directory information can only be released if a reporter identifies the patient by name and that the room number of a patient should never be disclosed to the media without patient permission as a matter of policy. The association's practices may be more restrictive than the law requires, but journalists should know what hospitals are being told.

Hospital billing data
Statistical information related to hospital billing data is not covered by HIPAA, which means hospitals can release it. This information, collected by some state hospital associations and the federal government, can detail the number of procedures performed, death rates and other information, but no names can be attached to the data. Generally, it is available from the National Center for Health Statistics (www.cdc.gov/nchs).

Death, autopsy and coroner records
State laws vary widely on the availability of death, autopsy and coroner records. Even before medical privacy rules, the availability of these records was being curtailed. However, the Department of Health and Human Services says that if state law "provides for the reporting of disease or injury, child abuse, birth, or death, or for public health surveillance, investigation, or intervention," HIPAA does not prevent it.

A 2004 Nebraska attorney general opinion found that cause of death was protected health information under the act. However, the opinion also determined the information should be released because Nebraska's open records law mandated it.

Ambulance and Emergency Medical Services records
Often medical information in these records will be protected under state laws, but other information in the records, such as the time it took an ambulance to reach a scene, can be released. Whether ambulance service is covered by HIPAA generally depends on if the ambulance service bills the patient.

In a 2005 opinion, the Maryland attorney general, in deciding whether dispatch records known as "event reports" from the Baltimore County Fire Department could be released, wrote that HIPAA does not apply because the fire department does not bill electronically for its services. Because 911 dispatchers and paramedics provide health care, the attorney general said, medical information in these records is confidential under state law. However, the attorney general said the state law does not protect the identity of the person who called 911 or the identity of the person transported.

The same year, the Mississippi attorney general reached a similar conclusion. Analyzing whether a county emergency medical service record could be released under HIPAA, the attorney general opinion concluded the act's "required by law" exception would allow the release of information that was public under the state's public records law.

Ambulance ride-alongs
In at least one case, the Department of Health and Human Services has cracked down on reporters riding along on medical emergency calls.

Washington, D.C.'s fire and EMS unit received a letter from the department after a reader complained when the Washington City Paper ran a story with patient information the reporter obtained from the patient.

As a result of the letter, the city no longer allows media ride-alongs on medical calls, though it will allow limited access to fire calls.

In June 2004, Health and Human Services sent a letter to the American Ambulance Association that addresses questions about ride-alongs. The letter concludes that without patient authorization, disclosure of health information to the media during a ride-along is not allowed. It is unclear how authorization would be obtained in many emergency situations.
